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Secure Mobile Collaboration Platform for Transmission and

Archival of Medical Images

T.M.K.K. Jinasena

ABSTRACT

With the advancement of technology, the digital health systems are becoming popular among
the service providers as well as the consumers alike. Ubiquitous access of internet and mobile
devices allow people to access necessary data irrespective of their physical location and the
time. This ensures location transparency for their personal and professional duties. On the
contrary, this creates vulnerabilities in confidentiality, integrity, and availability especially
when sensitive data such as medical and health related data are being transfer over public
networks such as internet and mobile networks. It is evident that, the privacy and security
issues have become a significant barrier when developing digital health systems. Especially,
securing large medical data such as medical images in relatively less powerful devices such
as mobile devices is challenging. Mere securing data is insufficient for interactive real-time
collaborative discussions sessions in medicine. It needs efficient, robust cryptosystem to
assure security services such as digital authentication, dynamic access control, integrity
verification, non-repudiation, etc. Moreover, the latest reviews highlight that the present
secure mechanisms have been threaten by the rapid advancement of technology and improved
algorithms. Therefore, the primary focus of this research is to invent a novel, robust secure
mechanism to provide above features.

The requirements and the present status of the research problem have been identified through
the literature review, structured interviews, and the questionnaires. The elliptic curve

XV



cryptography has been chosen as the cryptographic method for the research. Next, a public
key infrastructure was established by setting up a hierarchy of certificate authorities and
issuing digital certificates to all the users and the servers. A GUI tool was developed to
support digital certificate management. A picture archival and communication system server
was established and populated with sample images. Then, an Android-based mobile
application was developed to view those medical images remotely through the VPN
connections. The app was empowered with collaborative features and an interactive
whiteboard in order to conduct real-time interactive discussion with remote experts. This
research introduces five access control methods together with a file structure to enforce the
access control for multiple users through the same content. An app was developed to test the
selected algorithms and the proposed cryptographic work in a mobile environment.
Moreover, the usability of the developed tool and the app were tested. The results were
critically analyzed.

Results show that the lack of developments in elliptic curve cryptography algorithms in
Android. Practical results do not show any significant efficiency in cryptographic work due to
un-optimized libraries. In conclusion, this study provide evidence on a successful, novel,
robust algorithm based on elliptic curve cryptography to enforce the access control for
multiple users through the same content. Additionally, a public key infrastructure
management tool, a medical image conversion library and an interactive whiteboard for
Android users have been developed for the benefit of future researchers and the open source

community.

Keywords: Elliptic Curve Cryptography, Access Control, Digital Rights Management,

Mobile Computing, Tele-Radiology
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